WBX Spring Framework

JHEXt 7H0| £

Developer Guide v2.0 (Spring Boot 3.5)

OfF2tA[AE | 20264 3E



2x}

Chapter 0.
Chapter 1.
Chapter 2.
Chapter 3.
Chapter 4.
Chapter 5.
Chapter 6.
Chapter 7.
Chapter 8.
Chapter 9.

Chapter 10.
Chapter 11.
Chapter 12.
Chapter 13.

Chapter A.

Netstd A — IDE- Z2ME MM
Quick Start — 55 BHO| A|ZFSEH|

ZZHME X - Gradle 878
215 — JWT - SSO - MFA
T3t — RBAC - dept_scope
ZX — Handler 73 70| =
22 — SSE - WebSocket
WBX No-Code EUE A&
DB &% — Multi DBMS - DataSource
API SE 13 - o2 X2
oY H2E - AEZ|X
HIAE 710|E
Hfz= — S22 E - CI/CD
Admin Ul - A[AE 22|

MY YA (application.yml)

WBX Spring Framework | 7H'%X} 7}0|E



WBX Spring Framework | 7H'ZX} 7}0|E

Chapter 0. 7223 2% - IDE- Z2HE Mg

0-1. AP =H|

« JDK 21 HX| (Eclipse Temurin #7%)
« Git 4

NOTE: Redis= Embedded Redis7} 1} &l XI5 A|RE|O2 He X7 2
Si&LICt Docker Desktopt= DBE =3 HX|stH EEQ%tL|C}

28 EESR

1) JDK X -> 2) IDE &7 -> 3) DB &H| -> 4) ZEHME 4 -> 5) bootRun -> 6) Swagger Z¢!
0-2. IDE MEY 70| E

IDE HE A s AHE

Intelli) IDEA QI 7§t Spring Boot %%, 2|HH &, DB EEt* X

VS Code Hd2k/FE HH Extension Pack, DevContainer

Eclipse/STS Fg/e|AHA| Spring Tool Suite Z2{19!

0-3. IntelliJ IDEA = HH

« E2{19l: Spring Boot, Lombok, JPA Buddy, GitToolBox, .env, SonarLint
e Anno

Run Configuration:
Main class: kr.co.accura.wbx.spring.WbxSpringCoreApplication
Env: JWT_SECRET=dev-secret-key

0-4. VS Code E4+ 43

« Extension: Java Pack, Spring Boot Pack, Lombok, Gradle, REST Client, GitLens
¢ .VSCOC
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// vscode/launch.json
{
"type": "java",
"name": "App (Local)",
"mainClass": "kr.co.accura.wbx.spring.WbxSpringCoreApplication”,
"env": {"JWT_SECRET": "dev-secret-key"}

0-5. Eclipse / STS &7

+ Spring Tools 4 E2{121 X (Eclipse Marketplace)

e Lomb

o

-6. Z2HME ¥ (371X ¥1)

HF EH
o d

A: Spring Initializr (start.spring.io)

Project: Gradle-Kotlin | Java: 21 | Boot: 3.5.0
Group: kr.co.accura | Artifact: {}-api

-> Generate -> &% S| -> wbx-spring-starter 2| &4 7}
2 B: Git Template Repository

git clone https://git.wbx.kr/accura/wbx-spring-template.git my-app

cd my-app && ./init.sh --name my-app --group kr.co.accura
0-7. MX| 232 E (A%
T2HEO ZE HX| AFYETIDK AtE HX], Git A AAL 2E, env HIEX dES At Me[gLct

# Windows
scriptsitfinstall.bat

# Linux/macOS
chmod +x scripts/install.sh && ./scripts/install.sh

TIP: JDK O|2X| Al 23 EET} AS2 2 SX[gLC.

0-8. 2Z & =z}

Redis= Embedded Redis?t & AlZt Al Ats a2 2 HE X7 He &L
DBt Docker Compose =+ 2% AX|stH g L|Ct,

# DockerZ DBETF A|ZF (Redis 2EE8R)

docker compose -f docker-compose-dev.yml up -d mysq|

# & DBE NY MAH FL HE Y M

gradlew.bat bootRun

Embedded Redis S2}: W A|Z} A| 2|7 Redis ZX| -> 812H XI& A[Z -> A A AW 22| FHA|
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0-9. DevContainer (VS Code)

—

=
Redis= Embedded Redis?t At& & E| 22 DevContainer0f 2=

HE UM =2 28 2.

devcontainerjson 22 JDK 21 + DB7} Z&tel b st 7 sk

0-10. AE EH &4

+ Spotless - ZE B X153} (/gradlew spotlessApply)
e Checl
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Chapter 1. Quick Start — 5
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Xt
~
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ot/

1-1. 2|&EMH =7}

// build.gradle.kts
dependencies {

implementation("kr.co.accura:wbx-spring-starter:1.0.0")

1-2. application.yml 478

wbx:
spring:

api-prefix: /api/myapp  # APl URL prefix

jwt:
secret: ${/WT_SECRET} # St
expiration: 28800 # 8A[Zt

approval:
enabled: true

notification:

sse-enabled: true

1-3. & YW Controller

@RestController
@RequestMapping("${wbx.spring.api-prefix}/v1/hello”)

public class HelloController {

@GetMapping
@PreAuthorize("isAuthenticated()")
public Map<String, String> hello() {
return Map.of("message”, "Hello WBX Spring!");

1-4. A

# 22 4y

o

J/gradlew bootRun

# 22l (7|2 context-path: /spring)
http://localhost:8080/spring/health
http://localhost:8080/spring/swagger-ui
http://localhost:8080/spring/admin/login

TIP: wbx-spring-starter?t JWT, CORS, Ofl2| ¥ S3, Ho|H HES X5 HHE
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2-1. #EF Y7 |x| +=

kr.co.accura.{app}/

—— domain/

—— api/
f—— integration/

L—— config/

# B =LA =02

—— {module}/

|  }—— entity/

|  }—— repository/

| —— service/

| L—— dto/

—— approval/
L—— handler/ # ZAX S22t

# REST Controller

# 2R AS

#HEG 4

2-2. 4lo|y &

25 I & of Al
API Prefix Japi/{<F &V /api/wtm/v1
Java I{7|X| kr.co.accura.{2%} kr.co.accura.wtm
Gradle artifact {&F&}-api wtm-api
DB {24} db wtm_db
Entity Ch== PascalCase Timesheet
Controller L@l +Controller TimesheetController
=E 3 7| items {"items":[...], "total":150}
oz 8% 71 detail {"detail":"0fl 2 T A|X|"}
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Chapter 3. 215 — JWT - SSO - MFA

3-1. ¢l

oA

==
=X —

LH & AFZ X} Azure Entra ID SSO — JWT 22 (Entra Conditional AccessZ MFA)
Q& AL ID/PW — MFA TOTP 23 — JWT &
MHE{-MH{: X-API-Key 8l|Ef — ROLE_SYSTEM 215

= ==
°|3 S=EL

L

LH 5 AFE X} e{ SSO(Entra ID) e{ JWT
QAR ALE X} 9{ ID/PW 9{ MFA(TOTP) — JwWT
ME-MH e{ API Key e{ ROLE_SYSTEM

3-2. JWT Payload (WBX &%

{
"sub": "user@company.com”, // WBX 22t email
"user_id": 42, // WBX 22k AL X} ID
"username": "hong",
“full_name": "SZ 5",
"email": "user@company.com”,
"is_admin": false,
"department_id": 3,
"roles": ["PM", "DL"],
“iat": 1711929600,
"exp": 1711958400
}

Z9|: SECRET_KEYS WBX FastAPI2} SUStA| AE5HOF SSO7}t -5 etL|Ct.

3-3. MFA A H

wbx:
spring:
mfa:

enabled: true



force-for-external: true  # 2IFALE

At e

force-for-internal: false # L= =Entra CA

totp-issuer: "WBX Platform"
totp-digits: 6
totp-period: 30

3-4. MFA APl YIIEZQIE
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Path Method a9
/auth/login POST 1EHA: ID/PW — JWT EE-= mfa_required
/auth/mfa/verify POST 2CH: TOTP ZE — JWT 3
/auth/mfa/setup POST MFA A7 A= (QR otpauth URI)
/auth/mfa/setup/verify POST MFA 2H835} + BIHAE g
/auth/mfa DELETE MFA Hl2-d32t (= l/SA)
/auth/mfa/backup-verify POST MAICZ 2T (1218)

3-5. PasswordPolicy (H{2'H3S HxH)
PasswordPolicy 22fA 7t H[E M FA5 Xts A5 L

// auth/PasswordPolicy.java
@Component
public class PasswordPolicy {
// application.yml0f A M7
// wbx.spring.password.min-length: 8
// wbx.spring.password.require-uppercase: true
// wbx.spring.password.require-digit: true
// wbx.spring.password.require-special: true
// wbx.spring.password.max-failed-attempts: 5

// wbx.spring.password.expiry-days: 90
public void validate(String password) { ... }

public boolean isExpired(WbxUser user) { ... }
public boolean isLocked(WbxUser user) { ... }

3-6. LoginHistory (212! 0| &)

219 Mg /AIl/20t20| XHE2 2 wbx_login_history E|0|£0f 7|2 &L L},

Admin Console — 219! O|H0|A X£2| 7tsEL|C}

/RS 7B EE B2
// action: LOGIN_SUCCESS, LOGIN_FAILURE, LOGOUT
// auth_method: PASSWORD, SSO, API_KEY, REFRESH_TOKEN

// ip_address, user_agent At& =%

3-7. AuditLogService (ZAF 21)
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HIZUA ZHOM 522 ZAt 28 7|SLICH

[/ MEIZ0M AL
@Autowired AuditLogService auditLog;

auditLog.log("UPDATE", "TIMESHEET", timesheetld, "Al5= =78");

// — wbx_audit_logs H|0|£0] M
// — userld, username, ipAddress At& =% (SecurityUtils)

-10 -
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Chapter 4. #et — RBAC - dept_scope

4-1. ControllerO| A{ H$t |3

// BE-44 718§
@GetMapping("/timesheets")
@PreAuthorize("@wbx.check('TIMESHEET', "VIEW')")
public Map<String, Object> list() { ... }

// dept_scope2 H|O|E EE 2
DeptScope scope = evaluator.getScope("TIMESHEET", "VIEW");
// OWN — 2218t DEPT — £ A, COMPANY — T A}

4-2. dept_scope A5 ZE

Specification<Timesheet> spec = scope.toSpec(
userld, deptld, "userld", "departmentld");
Page<TimesheetDto> page = repo.findAll(spec, pageable);

-1 -
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Chapter 5. 2% — Handler #+& 7}0|E

1. ApprovalHandler QIE{H[O| A 1%
2. @Component O = E{|0] 4 7}

3. & — RegistryZt At& =8, API Ats &3t

Handler S& S &

@Component — Registry At& T3 — Unified API 43}

5-2. HS2 1 G4l

@Component

public class TimesheetApprovalHandler implements ApprovalHandler {

@OQverride
public String getTypeKey() { return "timesheet"; }

@Override
public String getTypeDisplay() { return "Als= ZX{"; }

@Override @Transactional
public ApprovalResult approve(Long lineld, Long approverld,
String comment) {
// HIZL A 2% 35
return ApprovalResult.success("& 9l 2t&");
}
// reject(), getApprovalHistory(), getPending() ...

5-3. XI5 MHEE|= API

POST /api/{prefix}/approvals/unified/action/timesheet/{id}/approve
POST /api/{prefix}/approvals/unified/action/timesheet/{id}/reject
GET /api/{prefix}/approvals/unified/pending

-12 -
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TIP: getTypeKey()2t CIEH of2] AZ| RS SAl0| 28 = ASLICL

13 -



WBX Spring Framework | 7H'%X} 7}0|E

Chapter 6. &2 — SSE - WebSocket

6-1. Z& HE (MH[20fA)

// wbx-spring0| | 33}t& SseNotificationService 2
@Autowired

private SseNotificationService notificationService;

/] 58 AEX0A &
notificationService.sendToUser(approverld,
NotificationDto.builder()
type("APPROVAL_REQUEST")
title("EX 2E")
.message("S 2 H| Al AY")
link("/approvals/123")
build());

14 -
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Chapter 7. WBX No-Code ESHE A

7-1. APl S5 (apis HIO| &)

INSERT INTO apis (project_id, name, method, endpoint, response_path)
VALUES (166, 'Al= =&, 'GET, '/api/wtm/v1/timesheets’, 'items’);

7-2. S 1A

« =5 response_path="items' — {"items":[...], "total":150}
. CH

2: response_path="— ZiX| &7 dt=t

Ol 21: {"detail":"0fl & Tf| A|X|"}

Z=9|: DELETE 22 2047} Ot:l 200 + body2 4tes|OfF WBX toast?} XHEgtL|CL.

- 15 -
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8-1. Z2E€= pB ™

g

# Oracle

java -jar app.jar --spring.profiles.active=prod,oracle

# MSSQL (Azure SQL)

java -jar app.jar --spring.profiles.active=prod,mssql

# MySQL

java -jar app.jar --spring.profiles.active=prod,mysq|

# PostgreSQL

java -jar app.jar --spring.profiles.active=prod,postgresq!

Multi-DataSource +=

ﬁ‘ App DB (217 MEH)
RoutingDataSource

WBX GW DB (MySQL)

Oracle mssQL

MysQL

PostgreSQL

App DB: Z2EZ DBMS MEH (Oracle / MSSQL / MySQL / PostgreSQL)

8-2. Entity Zd % (DBMS = &))

+ columnDefinition At& FX| (DBMS &)

+  @GeneratedValue(strategy = IDENTITY) At&
« Boolean — Java boolean (Hibernate At B2
+ 2% — LocalDateTime / LocalDate (A& OfE)

. UEY HAE - @Lob ti4l length X7

8-3. @DataSource AOP (Multi-DataSource)

# 243} (application.yml)

wbx.spring.datasource.routing-enabled: true

#WBX GW DB 912 A%
wbx.spring.datasource.wbxgw:
url: jdbc:mysql://localhost:3306/wbx_gw

username: wbxapp

- 16 -
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password: password

// MHE|A0|M @DataSourceZ DB T2t
@DataSource("wbxgw") // WBX GW DBOA 17|
public List<GwUser> getGwUsers() { ... }

olr

@DataSource("app”) // 7|24k, MEF T}

public void saveUser(User user) { ... }

8-4. Flyway 0Ofo|1z2f|o|4
4% DBMSZ DDLO| &H|E|0f JAFLICH Z2H [t Al XAt HE.

src/main/resources/db/migration/

—— common/ # && Seed (INSERT)
—— mysql/ # MySQL DDL (11 E|0| &)
f—— postgresql/  # PostgreSQL DDL
f—— oracle/ # Oracle DDL

L—— mssql/ # MSSQL DDL

TIP: 7H'Y A| hibernate.ddl-auto=update, Z2=M A| flyway.enabled=true + ddl-auto=validate

17 -
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9-1. #F Controller Tl
/2=
@GetMapping
public Map<String, Object> list(
@RequestParam(defaultValue = "0") int skip,
"20") int limit) {
Page<Dto> page = service.findAll(...);

@RequestParam(defaultValue

return Map.of("items", page.getContent(),
"total", page.getTotalElements());

// T

@GetMapping("/{id}")

public Dto getOne(@PathVariable Long id) {
return service.findByld(id);

// Ol2{= X+ X 2| (WbxErrorHandler)
// BusinessException — {"detail": "..."} (400)
// NotFoundException — {"detail": ".."} (404)

- 18 -
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10-1. 2AE2|X| Mgt

e

whbx:

spring:
file:

storage-type: azure-blob # aws-s3 | gcp-storage | local

FileStorageService QIHH|O|AE S A= HE QI0| AEZ[X[E Tt

upload(), download(), delete(), getPresignedUrl() HIMEE S LSIA AtETtLICH

10-2. 22l E AEZ|X| 4™

# Azure Blob
wbx.spring.file.storage-type: azure-blob
wbx.spring.file.azure:
account-name: ${AZURE_STORAGE_ACCOUNT}
account-key: ${AZURE_STORAGE_KEY}

container-name: uploads

# AWS S3
wbx.spring.file.storage-type: aws-s3
wbx.spring.file.aws:

bucket: ${AWS_S3_BUCKET}

region: ap-northeast-2

# GCP Cloud Storage
wbx.spring.file.storage-type: gcp-storage
wbx.spring.file.gcp:

bucket: ${GCP_STORAGE_BUCKET}

10-3. A{H|A0A oY A= E

@Autowired FileStorageService fileStorage;

/] 92E

String key = fileStorage.upload(multipartFile, "documents");

// CH2E2E
byte[] data = fileStorage.download(key);

// &Al URL (22tRE)
String url = fileStorage.getPresignedUrl(key, 3600);

TIP: Z2EHM2 222

19 -

2 E SDKE uH|E HEELICL: spring-cloud-azure-starter-storage-blob, spring-cloud-aws-starter-s3
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Chapter 11. HIAE 7}0|E

# application-test.yml
spring:
datasource:
app:
url: jdbc:h2:mem:testdb;MODE=PostgreSQL
jpa:
hibernate:
ddl-auto: create-drop
flyway:

enabled: false

@SpringBootTest
class TimesheetServiceTest {

@Autowired TimesheetService service;

@Test

void FZHAI=_d-d() {
var ts = service.getOrCreate(userld, weekStart);
assertThat(ts.getStatus()).isEqualTo(DRAFT);

- 20 -
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Chapter 12. HjZ — S22 E - CI/CD

Cl/CD mfo|=z2}ol

Git Push GitHub Docker ACR/ECR Deploy Health
° > e Actions > e > ° > e > ° Check
(Test+Buil
d)

12-1. =22 =3t

#2td + 2ERE + DB XY
--spring.profiles.active=prod,azure,mssql
--spring.profiles.active=prod,aws,postgresql

--spring.profiles.active=prod,onprem,oracle

12-2. Docker

FROM eclipse-temurin:21-jre-alpine
COPY build/libs/app.jar app.jar
ENTRYPOINT ["java", "-jar", "app.jar"]

12-3. Kubernetes Helm

helm install myapp ./helm/app -f values-azure.yaml

helm install myapp ./helm/app -f values-aws.yaml

-21 -
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Chapter 13. Admin Ul - A| AR 2]

Case A (WBX /2): admin-ui.enabled=false — WBX datajson £2| H|O|X| Al-&

Case B (WBX 212): admin-ui.enabled=true — L{& Thymeleaf Admin Console

13-1. &5 &

# Admin Console URL
https://wbx.kr/spring/admin/login

# context-path 2% (application.yml)
server:
servlet:
context-path: /spring  # Caddy ZEA|2} 2X|

# SE URLO|| /spring prefix?t Xt& H-&&:
# /spring/admin/login  (Admin Console)

# /spring/api/auth/login (REST API)
# /spring/health (Health Check)

13-2. o E 22| 31H (117H)

- 27392l (/admin/login) — O|H & +H[ZH= F IS

o CHAIEE (/admin) — 2 AFEXL BN AFEXL 2301 Sl 98 5
o AMEA 25 (/admin/users) — AN AL XL H|O| S, &EH/&T EA|
o AFEXt MM (/admin/users/{id}) — &= SHA|, H{ 2 S 357|§h SH/HIZ M, g gtek/si|

gt 2 & (/admin/roles) — 9g A C

9g = E/0
- 9 YA (admin/roles/{id) — A& =, ﬁﬁ.i FIH/AH
« W3t BEZA (/admin/permissions) — A& E RE-HM-He| Ht HO|S
« 219 0|3 (/admin/login-history) — X2 507, 4&/A1/IP/21 5 H
« AP 21 (/admin/audit-logs) — Z|Z 100, WM& /2| 2A/IP/&A|
o A|AHE A7 (/admin/config) — Key-Value B 22|, F7t/+=8 &
o Al2® HEH (/admin/system-health) — JVM Heap, 22 E, OS, Java, Spring Boot H{ 7

13-3. Security 8’8 (27l FilterChain)

// Admin — M4 7|8t & 279l
@Order(1) adminFilterChain:
/admin/** — formLogin — Thymeleaf =}

// REST APl — JWT Stateless

@Order(2) apiFilterChain:
/api/** — JwtFilter — JSON S&

- 22 -
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Chapter A. 87 g A (application.yml)

wbx:
spring:
api-prefix: /api/myapp # APl URL prefix
api-version: v1 # HH
jwt:
secret: ${JWT_SECRET}
expiration: 28800 # Access Token ()
refresh-expiration: 604800  # Refresh Token ()
mfa:
enabled: true
force-for-external: true
totp-issuer: "WBX Platform”
password:
min-length: 8
max-failed-attempts: 5
expiry-days: 90
history-count: 3
approval:
enabled: true
notification:
sse-enabled: true
websocket-enabled: false
heartbeat-seconds: 30
cors:
allowed-origins: ${CORS_ORIGINS:http://localhost:5173,http://localhost:3000}
file:
storage-type: local # azure-blob | aws-s3 | gcp-storage
upload-dir: ./uploads
admin-ui:
enabled: false # true=W{& Admin
path: /admin
allow-roles: [SA]
compat:
error-format: fastapi # detail 7|

list-key: items

- 23-
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Happy Coding!

OFF2FA|AHEl | accura@accurasoft.co.kr

24 -



