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A

g5 Azure AWS GCP
DB (PaaS) Azure SQL, PG RDS, Aurora Cloud sSQL, AlloyDB
Aol AKS, App Service EKS, ECS Fargate GKE, Cloud Run
SSO Entra ID Cognito Cloud Identity
o Blob Storage S3 Cloud Storage
NEL Key Vault Secrets Manager Secret Manager
ZLHY Monitor CloudWatch Cloud Monitoring
CDN Front Door CloudFront Cloud CDN
laC Terraform/Bicep Terraform/CDK Terraform/Pulumi

1-2. Z2 2 =g

# Azure + Azure SQL

java -jar app.jar --spring.profiles.active=prod,azure, mssq|l

# AWS + PostgreSQL (Aurora)

java -jar app.jar --spring.profiles.active=prod,aws,postgresq|

# GCP + PostgreSQL (Cloud SQL)

java -jar app.jar --spring.profiles.active=prod,gcp,postgresql




2. Azure Hi X (4HAD
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Azure O}7| &l X

App Gateway —> VM / AKS Azure SQL Entra ID (SSO)
Blob Storage Azure Cache Key Vault

2-1. 2|22 M (Azure CLI)

#olaA 0F

az group create -n wbx-app-rg -I koreacentral

# Azure SQL Database
az sql server create -n wbx-sql -g wbx-app-rg #

-| koreacentral --admin-user sgladmin --admin-password 'StrongP@ss'
az sql db create -n wbx_spring -s wbx-sql -g wbx-app-rg #

--service-objective S1

# Azure Cache for Redis
az redis create -n wbx-redis -g wbx-app-rg - koreacentral #

--sku Basic --vm-size CO

# Azure Blob Storage
az storage account create -n wbxappstorage -g wbx-app-rg
-| koreacentral --sku Standard_LRS

az storage container create -n uploads --account-name wbxappstorage

# VM (App Server)
az vm create -n wbx-app-vm -g wbx-app-rg #
--image Ubuntu2204 --size Standard_D2s_v3 W

--admin-username azureuser --ssh-key-values ~/.ssh/id_rsa.pub

# Entra ID App Registration (SSO)
az ad app create --display-name '"WBX Spring App' W
--web-redirect-uris 'https://app.company.com/api/auth/sso/callback’

2-2. application-azure.yml

spring:
cloud:
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azure:
active-directory:
enabled: true
profile:
tenant-id: ${AZURE_TENANT_ID}
credential:
client-id: ${AZURE_CLIENT_ID}
client-secret: ${AZURE_CLIENT_SECRET}
storage:
blob:
account-name: ${AZURE_STORAGE_ACCOUNT}
account-key: ${AZURE_STORAGE_KEY}
datasource:
app:
url: jdbc:sglserver://${DB_HOST}:1433;database=${DB_NAME};#
encrypt=true;trustServerCertificate=false
wbx:
spring:
file:

storage-type: azure-blob

2-3. App Service Hi = (CH2H

# Maven/Gradle E2{1212 2 2|7 Hjzx

az webapp create -n wbx-app -g wbx-app-rg #
--runtime 'JAVA:21-java21' --plan wbx-plan

az webapp config appsettings set -n wbx-app -g wbx-app-rg #
--settings SPRING_PROFILES_ACTIVE=prod,azure,mssq|

az webapp deploy -n wbx-app -g wbx-app-rg W
--src-path build/libs/app.jar --type jar
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3. AWS H = (&FA))

AWS O}7|El X

CloudFront % ALB %l ECS / EC2 RDS PG Cognito
S3 ElastiCache Secrets Mgr

3-1. 2|22 M4 (AWS CLI)

#VPC (7|1Z M8 EE 44)

aws ec2 create-vpc --cidr-block 10.0.0.0/16

# RDS PostgreSQL
aws rds create-db-instance #
--db-instance-identifier wbx-db ¥
--db-instance-class db.t3.medium W
--engine postgres --engine-version 16 #
--master-username dbadmin --master-user-password 'StrongP@ss"#

--allocated-storage 50

# ElastiCache Redis

aws elasticache create-cache-cluster #
--cache-cluster-id wbx-redis W
--engine redis --cache-node-type cache.t3.micro W

--num-cache-nodes 1

# S3 Bucket

aws s3 mb s3://wbx-app-uploads --region ap-northeast-2

# EC2

aws ec2 run-instances #
--image-id ami-0c55b159cbfafe1f0
--instance-type t3.medium W

--key-name wbx-key --security-groups wbx-sg
3-2. application-aws.yml
spring:

cloud:

aws!:



region:
static: ap-northeast-2
s3:
bucket: ${AWS_S3_BUCKET}
datasource:
app:
url: jdbc:postgresql://${DB_HOST}.5432/${DB_NAME}
security:
oauth2:
client:
registration:
cognito:
client-id: ${AWS_COGNITO_CLIENT_ID}
client-secret: ${AWS_COGNITO_CLIENT_SECRET}
wbx:
spring:
file:

storage-type: aws-s3

3-3. ECS Fargate Hi{ =

# ECR 2| X|~E2|0f O[B[X| Push

aws ecr get-login-password | docker login --username AWS W
--password-stdin {account}.dkr.ecr.ap-northeast-2.amazonaws.com

docker build -t wbx-app .

docker tag wbx-app:latest {account}.dkr.ecr.../wbx-app:latest

docker push {account}.dkr.ecr.../wbx-app:latest

# ECS MH| 2~ 4

aws ecs create-service W
--cluster wbx-cluster #
--service-name wbx-app W
--task-definition wbx-app:1 #
--desired-count 2 W
--launch-type FARGATE
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4. GCP H = (&AM

4-1. 2|22 ‘4d (gcloud)

# TZHE
gcloud projects create wbx-app-prod
gcloud config set project wbx-app-prod

# Cloud SQL PostgreSQL

gcloud sql instances create wbx-db W
--database-version=POSTGRES_16 #
--tier=db-custom-2-8192 --region=asia-northeast3

gcloud sql databases create wbx_spring --instance=wbx-db

# Memorystore Redis
gcloud redis instances create wbx-redis W

--size=1 --region=asia-northeast3

# Cloud Storage
gsutil mb -| asia-northeast3 gs://wbx-app-uploads

4-2. Cloud Run H{Z (MHZ|2A)

# Artifact RegistryOl| Push
gcloud builds submit --tag
asia-northeast3-docker.pkg.dev/wbx-app-prod/repo/wbx-app

# Cloud Run H{=

gcloud run deploy wbx-app #
--image asia-northeast3-docker.pkg.dev/.../wbx-app #
--region asia-northeast3 ¥
--platform managed W
--set-env-vars SPRING_PROFILES_ACTIVE=prod,gcp,postgresql #
--set-env-vars DB_HOST=/cloudsql/wbx-app-prod:asia-northeast3:wbx-db
--add-cloudsgl-instances wbx-app-prod:asia-northeast3:wbx-db #

--allow-unauthenticated

TIP: Cloud Run2 X}3 AFA|YE, sSL, =HQ ojES 7|2 HZEHL|C}.
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5. Terraform =2} X} S22}

5-1. CI¥ER| F=

infra/terraform/
F—— main.tf # Provider, Resource Group
f—— network.tf # VNet/VPC, Subnet, NSG
—— compute.tf # VM E£ Container AH| 2
—— database.tf # 2| DB
—— redis.tf # Al
f—— storage.tf # Blob / S3 / GCS
—— identity.tf # SSO App Registration
—— monitoring.tf # DLEHY
—— variables.tf # U= M
—— outputs.tf # =3 (URL IP 5)
L—— environments/
f—— azure.tfvars
—— aws.tfvars

L—— gcp.tfvars

5-2. A
cd infra/terraform

# Azure
terraform init
terraform plan -var-file=environments/azure.tfvars

terraform apply -var-file=environments/azure.tfvars

# AWS
terraform plan -var-file=environments/aws.tfvars

terraform apply -var-file=environments/aws.tfvars
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6. Kubernetes Hjj =

K8s Hi = F =

Pods (2~10)
Ingress —_— Service —_— + Spring Boot 8080 | PVC (DB)
« Spring Boot :8080
e ... (HPA auto)
ConfigMap

HPA (autoscaler)

6-1. Helm Chart

# Azure AKS

helm install wbx-app ./helm/wbx-app -f values-azure.yaml

# AWS EKS

helm install wbx-app ./helm/wbx-app -f values-aws.yaml

# GCP GKE

helm install wbx-app ./helm/wbx-app -f values-gcp.yaml

6-2. values.yaml s & 4%

replicaCount: 2
image:
repository: myregistry/wbx-app
tag: latest
env:
SPRING_PROFILES_ACTIVE: prod,azure mssql
resources:
requests: { cpu: 500m, memory: 512Mi }
limits: { cpu: 2000m, memory: 2Gi }
autoscaling:
enabled: true
minReplicas: 2
maxReplicas: 10
targetCPU: 70
health:
liveness: /actuator/health/liveness

readiness: /actuator/health/readiness

-10 -
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7. ClI/CD Ijo|=z}¢Ql

Cl/CD mfo|=z2}ol

Git GitHub Docker Registry Deploy Health

° Push %e Actions 9‘0 Build 9° Push 9‘0 (VM/K8s) 9‘0 Check

7-1. GitHub Actions — 22 E H|®

# .github/workflows/deploy.yml
name: Deploy
on:
push:
branches: [main]
jobs:
build-and-deploy:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- uses: actions/setup-java@v4
with: { java-version: '21', distribution: temurin }
- run: ./gradlew test bootJar
- run: docker build -t app .
# Azure: ACR Push + VM/AKS Deploy
# AWS: ECR Push + ECS/EKS Deploy
# GCP: Artifact Registry Push + Cloud Run Deploy

7-2. Azure DevOps + 52l 0| E

Azure DevOps PipelineOf| A Staging — Production 2THA| HY I
Production 280 52l HO|E(+=3 =Ql) 23,

A M: plans/wbx-spring/07-infra-deploy.md

-11 -
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WNEL Azure AWS GCP
DB HIZHZ Key Vault Secrets Manager Secret Manager
JWT Secret Key Vault Secrets Manager Secret Manager
SSO Credential Key Vault Secrets Manager Secret Manager
Storage Key Key Vault IAM Role Service Account

FO|: M3E2 IE/AFH0 EY LFSHX| fba, SR E A|33 LK E S FRLICL

-12 -
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0. BLIEY . 27 . Y

IIs Azure AWS GCP
HE =g Azure Monitor CloudWatch Cloud Monitoring
=l Log Analytics CloudWatch Logs Cloud Logging
Egjold App Insights X-Ray Cloud Trace
e Monitor Alerts CloudWatch Alarms Alerting Policies

« CPU > 80% (52 X&)

«  Memory > 85%

« S5x O3 > 100/2

. SH AIZH > 3X (P95)

- DB YZ E AMEE >80%

« [LC|A3 ALBE > 85%

13 -
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10-1. & O & H| & (a7t R)

= Azure AWS GCP
VM (2vCPU/8GB) ~$70 ~$65 ~$60
22| DB ~$100 ~$90 ~$85
Redis (1GB) ~$40 ~$35 ~$35
Storage (100GB) ~$2 ~$2 ~$2
LB ~$20 ~$20 ~$18
oHA ~$232/¥4 ~$212/¥ ~$200/<
10-2. 24 ©
o 0 QAEHA (1H/3H) - 30~60% 2

«  Spot/Preemptible VM — 7j&/H|AE 2t

«  MHE{Z2|A (Cloud Run, Fargate) — A

3t ot=

—_ -

o AS 2AHEE - O3 AT AFH Y O

« DB A& LAl BX| (Azure Serverless SQL)

14 -
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« UHE<fI3: VNet/VPC + Private Endpoint + NSG/Security Group

« O|O|E: DB 2= 3} (TDE/KMS), & & TLS 1.2+

o FIAM XA HBH MH|IA A 22

o AL E2IRE ZHAF 23 =83} (Activity Log / CloudTrail / Audit Log)
«  WAF: Azure WAF / AWS WAF / Cloud Armor

e DDoS: Azure DDoS Protection / AWS Shield / Cloud Armor

o F YT A7H: Defender / Inspector / Security Command Center
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Azure

1
2
3
4
5
6.
7
8
9

10.

11.
12.

. Resource Group 448

. Azure SQL £ PostgreSQL PaaS 44
. Azure Cache for Redis %44

. Blob Storage A’8 + Container %4-‘d

. Entra ID App Registration (SSO)

Key Vaulto| A|2 2 M7 (DB PW, JWT Secret)

VM M = AKS E2{AH MM
. ¥ HIZ (JAR EE= Docker)

. application-azure.yml + application-mssql.ym| 478

NSG 25t &l (443 2Z, DB L EDh
Health Check =9l

Monitor + Log Analytics &

AWS

00O N O U1 A WN =

9.

1
1

. VPC + Subnet + Security Group 44

. RDS PostgreSQL === Aurora ‘8/d

. ElastiCache Redis ‘4°d

. S3 Bucket ‘4’d

. Cognito User Pool (SSO) E= AD Connector
. Secrets Manager0| A|3 8! X%

. EC2 == ECS Fargate Task 4

. ¥ HY=E (JAR EE+= ECR Docker)
application-aws.yml + application-postgresql.yml
0. ALB + Target Group + Health Check

1. CloudWatch & 44
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Cloud Hj=E 2t=

=9|: accura@accurasoft.co.kr
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