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1. AP 274 - M ALY

1-1. & & M A

&= A MY HE A

(ON) RHEL 8+ / Ubuntu 22.04+ RHEL 9 / Rocky Linux 9
CPU 4 vCPU 8 vCPU

RAM 8 GB 16 GB

Disk 50 GB SSD 100 GB SSD (RAID)
Network 1 Gbps 10 Gbps

1-2. @ 2ZEQof

2T EL H 7 gk

JDK 21 (Temurin LTS)  Spring Boot ZEt&
DB Oracle 19c+ S OfZ2[#0|M H Ol
Nginx 1.24+ 2l A T EA| SSL

1-2b. MEH AZE 9|0
2T EZ0] i =1

Redis 7x WAl (B| D X| A| Embedded Redis A5 &)

NOTE: RedisE Bk MX|5X| 20t= WBX Spring0l LiZE Embedded Redis7}
S22 AZELCL 28 BH0ME 852 2ol 2% Redis X E AFELCL

1-3. HHES|3 XE

ZE  MHA Mo " H 2

443 HTTPS QI Nginx SSL

80  HTTP QIE->443  EICIO[HE

8080 Spring Boot LH& NginxOf M2t HZ
8081 wtm-api L& WTM ZZ2HE
3306  MysQL L& DB MEAOf| Coh2f
5432 PostgreSQL W

1521  Oracle L&

1433 MSSQL Ly =

6379

Redis Li &

MEH (Embedded Redis At& CHA)



1-4. M £

Client —

SSL Termination
Reverse Proxy

Static Files
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App Server

Spring Boot :8080

WBX FastAPI :8001

DB Server

PostgreSQL/Oracle/MSSQL

Redis :6379

L

File Storage (NFS/Local)




2. 0S &% - 7|2 4% (Linux)
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2-1. A28 AHO|IO|E

# RHEL/Rocky
sudo dnf update -y

sudo dnf install -y wget curl tar unzip git

# Ubuntu/Debian
sudo apt update && sudo apt upgrade -y

sudo apt install -y wget curl tar unzip git

2-2. MH|A A8 88

# WS MY AN (2oh

sudo useradd -r -m -s /bin/bash wbxapp
sudo mkdir -p /opt/wbx-app

sudo chown wbxapp:wbxapp /opt/wbx-app

2-3. EFIE - ¢

ol AL

©
# EfYZE 23

sudo timedatect! set-timezone Asia/Seoul

# 27 (UTF-8)
sudo localectl set-locale LANG=ko_KR.UTF-8

2-4. M2 2|9 2%

# /etc/security/limits.d/wbxapp.conf
wbxapp soft nofile 65535

wbxapp hard nofile 65535

wbxapp soft nproc 65535

wbxapp hard nproc 65535
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3. JDK 21 AX]|

3-1. Eclipse Temurin %] (A%

# RHEL/Rocky
sudo dnf install -y https://packages.adoptium.net/artifactory/rpm/
centos/9/$(uname -m)/Packages/temurin-21-jdk-21.0.6+7-1.$(uname -m).rpm

# Ubuntu

sudo apt install -y wget apt-transport-https gpg

wget -qO - https://packages.adoptium.net/artifactory/api/gpg/key/public ¥
| sudo gpg --dearmor -o /usr/share/keyrings/adoptium.gpg

echo 'deb [signed-by=/usr/share/keyrings/adoptium.gpg] W
https://packages.adoptium.net/artifactory/deb jammy main' ¥
| sudo tee /etc/apt/sources.list.d/adoptium.list

sudo apt update && sudo apt install -y temurin-21-jdk

3-2. 2%| el

java -version
# openjdk version "21.0.6" 2025-01-21 LTS

# JAVA_HOME &7
echo 'export JAVA_HOME=/usr/lib/jvm/temurin-21-jdk" >> /etc/profile.d/java.sh

source /etc/profile.d/java.sh

3-3. At& 2 A (install.sh)
install.sh 238 E A2l Al JDKZt Y™ XS 22 Temurin 212 AX[gL Tt
- RHEL/Rocky: yum + Adoptium M& 2 XHE 7}
- Ubuntu/Debian: apt + Adoptium M& 2 AtE F7}
- macOS: Homebrew (brew install --cask temurin@21)
- Windows: winget install EclipseAdoptium.Temurin.21.JDK



4. H|O|E{H|O] & EX|
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4-1. PostgreSQL 14+ (# 7%

# RHEL/Rocky
sudo dnf install -y postgresql16-server postgresql16
sudo /usr/pgsql-16/bin/postgresql-16-setup initdb

sudo systemctl enable --now postgresql-16

# DB/ AFEX 4

sudo -u postgres psqgl << SQL

CREATE USER wbxapp WITH PASSWORD 'StrongP@ss123';

CREATE DATABASE wbx_spring OWNER wbxapp ENCODING 'UTF8';
CREATE DATABASE wbx_gw OWNER wbxapp ENCODING 'UTF8';
GRANT ALL PRIVILEGES ON DATABASE wbx_spring TO wbxapp;
sQL

4-2. Oracle 19c+

# Oracle® 1174 DBAZ} HX|/2t2|
# otz Y2 E MO} application-oracleymlOf A%
#49 MH:

HOST: 192.168.1.100

PORT: 1521

SERVICE: WBXDB

USER: wbxapp

PASSWORD: (2= %t T &

#FOoH OH OH H*

# HO| &2 0|~ 4 (DBA)

CREATE TABLESPACE wbx_ts DATAFILE '/oradata/wbx_ts.dbf' SIZE 1G AUTOEXTEND ON;
CREATE USER wbxapp IDENTIFIED BY StrongP@ss DEFAULT TABLESPACE wbx_ts;

GRANT CONNECT, RESOURCE TO wbxapp;

4-3. MSSQL 2019+

# MSSQL on Linux (RHEL)

sudo curl -o /etc/yum.repos.d/mssql-server.repo
https://packages.microsoft.com/config/rhel/9/mssql-server-2022.repo

sudo dnf install -y mssql-server

sudo /opt/mssql/bin/mssql-conf setup # SA H|ZHS MY

sudo systemctl enable --now mssql-server

# DB M
sglemd -S localhost -U SA -P 'StrongP@ss123" -Q #
'CREATE DATABASE wbx_spring; CREATE DATABASE wbx_gw;'
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4-4. MysSQL 8.0+

sudo dnf install -y mysql-server
sudo systemctl enable --now mysgqld

sudo mysql_secure_installation

mysql -u root -p << SQL

CREATE DATABASE wbx_spring CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci;
CREATE DATABASE wbx_gw CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci;
CREATE USER 'wbxapp'@'localhost' IDENTIFIED BY 'StrongP@ss123';

GRANT ALL ON wbx_spring.* TO 'wbxapp'@'localhost’;

GRANT ALL ON wbx_gw.* TO 'wbxapp'@'localhost’;

sQL
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5. Redis A& X| (A1EH)

WBX Spring Framework0|= Embedded Redis7} L{&E|0] Q10| HE MX| gio|=
Wo| W FEELICEL 2F 0N =2 d50| Eash A0 XM L.

5-1. Embedded Redis (7|2 — MX| 229)
H AIEF Al B =M 2 XS SEFEL| L

o o

« Q|2 Redis ZX| Al -> Q|5 Redis AFR (Y &)

5-2. 2|7 Redis 2X| (UM% — i1 2 29F &3 )

sudo dnf install -y redis

sudo systemctl enable --now redis

# HO bind + password
sudo sed -i 's/Abind .*/bind 127.0.0.1/' /etc/redis/redis.conf
echo 'requirepass RedisP@ss123' | sudo tee -a /etc/redis/redis.conf

sudo systemctl restart redis

# ol

redis-cli -a RedisP@ss123 ping # PONG

5-3..env A% (2% Redis A2 A])

SPRING_DATA_REDIS_HOST=127.0.0.1
# T 2174 Redis M T

# SPRING_DATA_REDIS_HOST=redis.company.com



6. O =2 70]d Hlj =
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AE HE 23EE (AF)

Z2NME Z2HE deploy-prod.sh 23 EETL MHIA A MY,
Xe|gLct

# AA0M BE S HiZE ATEHE AlSH
./gradlew bootJar
sudo scripts/deploy-prod.sh

# 23 EHETL XS ME|Sth= %‘%:
# - MH|2 AE (wbxapp) 44
# - Jopt/wbx-app CIHEZ| 4N
# - env EIZ2l MA

- systemd MH|A &
#- DB HY cron =

# - 25l /SELinux A

TIP: AT E M3 § env T}Y2| JWT SECRET, DB_PASSE HICA| &=

ClMEe| =

HMolM 8.

, systemd §&,

s irn = o
TS H=Z E2EL
° JAR Y E (/gradlew bootJar)
\/
G ME HE (scp)
Nz
o env + yml 87
\/
° Flyway OFO| 212 0| M
Nz
° systemd AH|A A|Z
\/
o Health Check 29I

6-1. CIMEZ| X

/opt/wbx-app/
f—— app,jar # Spring Boot Fat JAR
—— application-prodym| # ZZHMd 473
—— application-{db}.yml  # DB =& (oracle/mssql/mysql/postgresql)

-10 -

HH
el

2 cronZtX| A&



— env # g (A2E)
f—— logs/ # 27

—— uploads/ # oY HEE
L—— backup/ #

6-2. JAR H{j =

# U MBO0|M JAR dd

./gradlew bootJar

#2Y MHE S

scp build/libs/wbx-spring-core-*jar wbxapp@server:/opt/wbx-app/app.jar

6-3. application-prod.yml

server:
port: 8080

forward-headers-strategy: native

spring:
profiles:

include: ${DB_PROFILE:postgresql} # oracle/mssqgl/mysql/postgresq|

wbx:
spring:
api-prefix: /api
jwt:
secret: ${JWT_SECRET}
expiration: 28800

admin-ui:
enabled: true # WBX 22 ™ true
cors:

allowed-origins:

- https://app.company.com
springdoc:
swagger-ui:
enabled: false # T2 EM H|gds}

6-4. .env (A=)

SPRING_PROFILES_ACTIVE=prod,mysq|
SERVER_CONTEXT_PATH=/
JWT_SECRET=your-256bit-secret-key-here
DB_HOST=localhost

DB_PORT=3306

DB_NAME=wbx_spring

DB_USER=wbxapp
DB_PASS=StrongP@ss123
CORS_ORIGINS=https://app.company.com

-11 -
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LOG_PATH=/opt/wbx-app/logs/app.log

Z9|: env oY At chmod 600 .env (AG X2 217])

6-5. Flyway O+0|12]0[/d &2

# X ¥ Al X+S 0po| g0l

java -jar app.jar --spring.profiles.active=prod,mysq|l

# 230|M =2l
# Flyway: Successfully applied 12 migrations

12 -
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7. Nginx Z|HHA T EA|

7-1. AX|

sudo dnf install -y nginx

sudo systemctl enable --now nginx

7-2. A% o

# /etc/nginx/conf.d/wbx-app.conf
upstream spring_app {
server 127.0.0.1:8080;

keepalive 32;
}
server {

listen 80;

server_name app.company.com;

return 301 https://$host$request_uri;

server {
listen 443 ss| http2;

server_name app.company.com;

ssl_certificate  /etc/ssl/certs/app.pem;

ssl_certificate_key /etc/ssl/private/app.key;

# Security Headers

add_header X-Frame-Options SAMEORIGIN always;

add_header X-Content-Type-Options nosniff always;

add_header Strict-Transport-Security max-age=63072000 always;

# Spring Boot API
location /api/ {
proxy_pass http://spring_app;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

client_max_body_size 50m;

# SSE

location /api/notifications/stream {
proxy_pass http://spring_app;
proxy_http_version 1.1;

13 -
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proxy_set_header Connection ";
proxy_buffering off;
proxy_read_timeout 3600s;

# Admin Console
location /admin {

proxy_pass http://spring_app;

# Health
location /health {

proxy_pass http://spring_app;

# Static (Frontend SPA)
location / {
root /var/www/wbx-app/frontend;

try_files $uri $uri/ /index.html;

7-3. ol

sudo nginx -t

sudo systemctl reload nginx

14 -
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ISESH systemctl start whx-app
EX|: systemctl stop whx-app
R A|E systemctl restart wbx-app
ALEY: systemctl status whx-app
2. journalctl -u wbx-app -f

# /etc/systemd/system/wbx-app.service
[Unit]
Description=WBX Spring Application

After=network.target

[Service]
Type=simple
User=wbxapp
WorkingDirectory=/opt/wbx-app
EnvironmentFile=/opt/wbx-app/.env
ExecStart=/usr/bin/java ¥
-XX:+UseG1GC W
-XX:MaxRAMPercentage=75.0 W
-Dspring.profiles.active=${SPRING_PROFILES_ACTIVE} #
-jar /opt/wbx-app/app.jar
Restart=always
RestartSec=5
StandardOutput=append:/opt/wbx-app/logs/app.log
StandardError=append:/opt/wbx-app/logs/app.log

[Install]
WantedBy=multi-user.target

sudo systemctl daemon-reload
sudo systemctl enable --now wbx-app

sudo systemctl status wbx-app

# 27 29l

journalctl -u wbx-app -f

- 15 -
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9. SSL/TLS QU A

9-1. 14 xj= ¢

oA

M (@)

# 17 OIS IHY by x|

sudo cp app.pem /etc/ssl/certs/

sudo cp app.key /etc/ssl/private/

sudo chmod 600 /etc/ssl/private/app.key

9-2. Let's Encrypt (E|2E/LHE)

sudo dnf install -y certbot python3-certbot-nginx

sudo certbot --nginx -d app.company.com

# AHS A

sudo systemctl enable --now certbot-renew.timer

- 16 -
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10-1. firewalld

sudo firewall-cmd --permanent --add-service=http
sudo firewall-cmd --permanent --add-service=https

sudo firewall-cmd --reload

# DB ZEL Q& KTt (7|)

# U2 2L A

10-2. SELinux

# Nginx — Spring Boot ZEA| 5| &

sudo setsebool -P httpd_can_network_connect 1

10-3. HEQF {3 E2[AE

« SSH 7| 7|8t QT (HIEH= 210 HIZEES

«  MH|2 778 (wbxapp)0il sudo #ot S
« DB ZE 2|F Xttt (localhost?h H )

e Redis bind 127.0.0.1 + requirepass

o env It 600 At

+ Swagger Ul Z2E M H|2dz}

« Nginx 22t 8| (HSTS, X-Frame, X-Content-Type)

17 -
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11. WBX FastAPl SA| 2% (M=)

WBX Groupware(FastAPI)2t Spring BootE SA| 2 B5t= 2%, NginxO| A URL prefix2 7| L|LCt.

# Nginx =7} 2478
upstream wbx_fastapi {
server 127.0.0.1:8001;

location /api/gw/ {
proxy_pass http://wbx_fastapi;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;

Z9|: JWT SECRET_KEYE 5 A|ARI0| ZsA HH™sliof SSO7t =S etL|Ct.

- 18 -
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12. 9% - =9

12-1. DB ¢ (cron)

# /opt/wbx-app/backup/db-backup.sh

#l/bin/bash

DATE=$(date +%Y%m%d_%H%M%S)

pg_dump -U wbxapp wbx_spring | gzip > /opt/wbx-app/backup/wbx_spring_${DATE}.sql.gz
find /opt/wbx-app/backup -name "*.gz' -mtime +30 -delete

# crontab -e
02 * ** /opt/wbx-app/backup/db-backup.sh

12-2. B¢

#83

gunzip -c wbx_spring_20260324.sql.gz | psql -U wbxapp wbx_spring

12-3. 4 24

# 0| JARE 2

cp /opt/wbx-app/app.jar /opt/wbx-app/app.jar.current

cp /opt/wbx-app/backup/app-prev.jar /opt/wbx-app/app.jar
sudo systemctl restart wbx-app

19 -



13. BL|E{& (Prometheus
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+ Grafana)

# Spring Boot Actuator — Prometheus 0| E 2|
# application-prod.yml:
management:
endpoints:
web:
exposure:

include: health,info,metrics,prometheus

# Prometheus scrape config
# prometheus.yml:
scrape_configs:
- job_name: wbx-app
metrics_path: /actuator/prometheus
static_configs:
- targets: ['localhost:8080']

GrafanaOf| A Spring Boot CHA| 2 = Import: ID 12900 (JVM Micrometer)

- 20 -
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14. Eg{E#H

s el siZ
MH[2 AJZ Hf ZE = Isof -i :8080 =, 7|& Z2 M F=
DB HZ A LoE/2S telnet DB_HOST PORT, .env &2l
502 Bad Gateway S systemctl status wbx-app, logs 29!
Flyway - If DDL =%t DB =2 =0l (oracle/mssql/mysql/pg)
SSLRF SN HEE nginx -t, 215 A BtE =0l
OOM (M 22| 3l 2= -XX:MaxRAMPercentage=75 == RAM &4

21 -
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[]
[]
[]
[]
[]
[]
[]
[]
[]
[]

[]
[]

[]
[]

[]

1.

2
3
4
5
6.
7
8
9

10

11.
12.
13.
14.
15.
16.
17.
18.

Os YHO|E & 7[= I{7[X] EX|

MBI AE (wbxapp) A g

. EFAE Asia/Seoul, ZH Y UTF-8
.JDK 21 HX| % JAVA_HOME &7

. HIO|E{Hf|o] &~ AX| Sl DB/AME X} d-d
Redis & X[, bind 127.0.0.1, requirepass
.M CIME2| /opt/wbx-app M4

. appjar Hi =

application-prod.yml, .env A7

. systemd AMH|A S5 S A%

Nginx X & 2|HA ZEA| 43
SSL QIEA EX|

2ot 80/443 LE, DB ZE YL 0t

SELinux httpd_can_network_connect

Swagger H|2-d3t 20l
DB B2 cron 85

B L|E 2 Prometheus ¥& (MEH)

Health Check: curl https://app.company.com/health

22 -
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X &t=

=9|: accura@accurasoft.co.kr

- 23 -



